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SUGGESTIONS BY THE DEPARTMENT OF JUSTICE 
FOR SAFE HANDLING OF MARKETABLE SECURITIES

TO THE CHIEF EXECUTIVE OFFICER
OF EACH STATE MEMBER BANK IN THE

ELEVENTH FEDERAL RESERVE DISTRICT:

The Department of Ju s t ic e  has  compiled a list of "Suggest ions"  
for safe handl ing  of marketable  secu r i t ie s  in connection with th e i r  efforts 
in deal ing with the inc reas ing  problem of stolen and counterfe i t  secur i t ies  
within the financial community.

Attached is a copy of the Department of J u s t i c e ' s  p r e s s  re lease  
dated December 23, 1974, and the list r e fe r re d  to the re in  which outlines 
va r ious  methods and p ro c e d u re s  which may be of a ss is tance  to you in eva l 
uating the secu r i t ie s  p rocess ing  and safekeeping policies of your  insti tution.  
Also included is information pe r t inen t  to detection of counterfe i t  secu r i t ie s .

Your considera t ion  of the sugges ted  p ro ced u re s  and  cooperation 
in deal ing with this  se r ious  problem will be app rec ia ted .

F irs t  Vice P res iden t

S in c e re ly  y o u r s ,

T .  W. Plant
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Dtprtnuni flf f  usfae

FOR IMMEDIATE RELEASE

MONDAY, DECEMBER 23, 19 74 CRM

Attorney General William B. Saxbe announced today the 

Department of Justice is issuing comprehensive suggestions to 

financial institutions to improve the protection of marketable 

securities.

The suggestions were compiled through the joint efforts of 

the financial community and Federal government agencies.

Mr. Saxbe urged all financial institutions to re-examine 

their current practices, procedures, and policies in light of 

the suggestions.

"There is nothing in the suggestions that is over burdensome 

the Attorney General said. "The ideas are of a common sense nature 

and what every citizen would expect a prudent and reasonable 

businessman to observe in his official dealings. If followed, 

the suggestions will certainly help to improve investor confidence.

Mr. Saxbe also urged the financial community to make better 

use of the FBI National Crime Information Center (NCIC) to report 

lost, missing, and counterfeit securities as well as stolen 

securities and to use NCIC to validate suspicious securities.

Mr. Saxbe noted that financial institutions in 90 

percent of the country can have adequate access to NCIC through 

local and Federal law enforcement agencies in their areas for 

validation purposes.
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Where it would be burdensome on law enforcement to service 

securities validation requests, the Justice Department is willing 

to discuss the feasibility of allowing the financial community to 

have direct "inquiry access" into NCIC's file on securities, as 

long as adequate internal security procedures are worked out,

Mr. Saxbe said.

Law enforcement agencies that received the reports of lost, 

counterfeit, or stolen securities directly from the victim would 

continue to report these to NCIC.

Mr. Saxbe expressed his thanks to those persons and organi

zations that cooperated with the Justice Department in the preparation 

of the suggestions.

The organizations included the FBI, Postal Service, Secret 

Service, Federal Deposit Insurance Corporation, Federal Reserve 

Board, Comptroller of the Currency, Bureau of Public Debt of the 

Treasury Department, Securities and Exchange Commission, Securities 

Investor Protection Corporation, National Association of Securities 

Dealers, Securities Industry Association, American Bankers Association, 

Bank Administration Institute, New York Stock Exchange, American 

Stock Exchange, Chase Manhattan Bank, Morgan Guaranty Trust Company, 

Merrill Lynch, Pierce, Fenner and Smith, Inc., Loeb Rhoades and 

Company, Paine, Webber, Jackson, and Curtis, Inc., and United States 

Banknote Company.

# # #



Suggestions by the Department of Justice for Safe Handling 
of Marketable Securities by Financial Institutions, Including 
Hints for Detecting Counterfeit, Forged, Worthless and 
Spurious Securities.

The Department of Justice has the following suggestions:

A. Use of Centralized Depositories and Book Entry Systems

1. On-premises storage of securities should be kept 
to a minimum consistent with business need.
Financial institutions are encouraged to utilize 
central certificate depositories which use the book 
entry system. Government marketable securities should 
be kept at the Federal Reserve Banks and Branches 
where most of tne governmental securities are available 
in book entry form. (See 31 CFR 306.115 - .1Z2)

2. Self-regulatory organizations are urged to educate 
their members about the advantages of the book 
entry system and discourage them from requiring 
personal possession of securities.

3. Central depositories must constantly evaluate and 
scrutinize their operations and procedures and use 
the best security practices available to guard against 
possible fraudulent misuse of the computer system.
The growth cf central depositories will therefore 
depend upon their performance. In addition, the 
various state legislatures will have to enact 
appropriate legislation in regard to ownership of 
central depositories and physical control of 
certificates by fiduciaries.

4. The amount of "bearer" instruments in circulation 
should be reduced in favor of book entry systems. 
Consideration should be giveq to eliminating "bearer" 
securities altogether in favor of registered 
securities. Efforts should be made to place 
municipal and state securities into the book entry 
systems.

B. On-Premises Physical Security

1. All securities held by a financial institution should 
oe kept in a vault or otner highly secure area. This 
includes blank securities, as well as those held as 
collateral on loans, in trust, and in tne institution's 
own portfolio. Special care should De given to 
bearer instruments.

2, Maintain securities separate from the actual trust or 
loan file. Keep an up-to-date inventory list with 
serial numbers of trust securities and collateral 
securities both with the trust or loan file and in the 
securities folder file wnich is kept in the secure 
area unless the trust asset ledgers and loan collateral 
registers are considered adequate. No person should 
nave access to both forms of records. Do not destroy 
such inventory lists or similar records for a reasonable 
period after the termination of the account.



3. Establish practical procedures and records of 
accountability for each marketable security from the 
time it enters the financial institution, as it passes 
through the various processes, and up through the 
time it is delivered safely out of the financial 
institution and into the custody of the next 
authorized holder.

4. Make scheduled and unscheduled periodic and spot 
checks of the stored securities.

5. Use an employee identification system which delineates 
which employees will be allowed to go to certain 
areas in the financial institution and which requires 
the use of ID badges or cards to indicate the access 
areas allowed to each employee. Require employees
and visitors who enter controlled areas to sign 
appropriate logs.

6. Control the movement of non-employees by issuing and 
keeping a record of temporary badges for visitors, 
auditors, etc., and by not permitting repairmen, 
service people and janitors free movement within the 
premises especially in the secured and restricted 
areas.

7. Control the points of entrance and exit to the secure 
areas where the securities are held. Records should
be maintained whicn accurately reflect these securities 
brought into or taken out of the secure area and the 
persons doing so. The movement of securities should 
be reconciled on a daily basis.

8. Use a secure method of transmitting securities. It is 
advisable not to use the mails to transport securities 
unless absolutely necessary. However, if the mails 
are utilized, use registered mail, especially when 
mailing "bearer" instruments. Certified mail which 
can provide proof of mailing and a receipting 
signature, does not provide the protection and 
indemnity available through registered mail. Do not 
normally use ordinary mail 1 Maintain a record of the 
serial numbers of all securities sent through the 
mails. This record should include tne respective 
registry of the registered mail number. A duplicate 
record of the serial numbers can be mailed separately 
from the securities to provide the addressee with 
independent notification of the mailing. This would 
assure prompt notification of non-receipt. In 
situations where stock powers are being utilized, they 
should also be sent under separate cover, if possible.

in addition, the financial institution should consider 
the use of restrictive endorsements on those securities 
to be sent through the mail. Treasury Circular #853, 
which can be obtained from the Federal Reserve, contains 
helpful suggestions in this area. (See 31 CFR 328)

As an alternative to avoid the mechanical and cost 
problems of registered mail for non-government and 
non-bearer securities, the financial institution might 
consider utilizing blanket mail insurance coverage 
policies which are now generally available through 
various private insurers. These contracts permit daily 
reporting to the insurance carrier of the number of 
items sent and the value of each on a single reporting 
form. It is then possible to mail these non-goverr.ment 
and non-bearer securities by ordinary mail.
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y. Keep a duplicate set of fingerprint cards of all 
present and former employees on file, unless state 
law prohibits such a procedure. Having two sets 
of fingerprint cards kept separately will guard against 
possible removal or substitution of such card by a 
corrupt employee, serve as a possible prior deterrent, 
and promote the progress of a criminal investigation 
if the need should occur. Also keep duplicate 
photographs and keep them current.

C. Procedures for Theft or Loss of Marketable Securities

When any theft or disappearance of any securities occurs, 
whether it be through possible Durglary, theft from the 
mails, misplacement, embezzlement, or loss, IMMEDIATELY —

1. Notify key people within the institution.

2. Identify what is missing by —

a) conducting a physical search;

b) back tracking through audit trail, utilizing 
the assistance of internal auditors, the 
controller and others, to check the institution's 
records in order to trace the movement of the 
securities from the time received and to 
determine if the securities might have been 
misrecorded or misrouted; and

c) interviewing employees.

3. Immediately thereafter notify law enforcement, including 
the FBI or, if mailed, Postal inspectors, in order
that the securities can be entered i n t o  the N a t i o n a l  

Crime Information Center (NCIC) and an appropriate 
criminal investigation initiated. Remember NCIC 
lists missing, embezzled and counterfeit securities 
as well as stolen securities.

4. Insist that all officials and employees cooperate 
fully with law enforcement; identify for law 
enforcement those employees having access to the 
securities and provide law enforcement a flow chart 
of your operations for its investigative use.

b. Notify tne New York Stock Exchange Clearing Corporation 
so that a "lost notice" will be prepared for 
circulation.

6. Place "stops" with the transfer agent for stocks and 
"notations" or "caveats" with the paying agent for bonds

7. Complete appropriate Postal Service forms to assist in 
tracing securities sent by mail.

8. Notify the local Federal Reserve Bank and the Claims 
Section, Division of Securities Operations, Bureau of 
Public Debt, Treasury Department, Washinqton, D.C. 20226 
i£ Federal Government bonds or securities are involved.

9. Notify a private securities clearing house computer 
facility, if you are a subscriber or can otherwise 
arrange to do so (ie., through correspondent bank, etc.)
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Dealing with Customers Who Are Not Financial Institutions

1. The identity, integrity, and responsibility of any 
customer presenting securities at the institution 
should be established. This is especially the case 
in regard to tnose transactions in recently opened 
accounts.

2. The transfer agent or paying agent should be contacted 
to determine whether there are any "stops" on
any security where indications of suspicious 
circumstances are present.

3. If the customer is not the registered owner, the 
financial institution should contact the registered 
owner and apprise him of the pending transaction. 
Assignments and powers-of-attorney should be 
verified as to authenticity. The customer should 
provide "indisputable" evidence of his right to pledge 
or sell the securities. In regard to bearer securities, 
the customer should provide evidence of ownership 
which shows proof of purchase and valid delivery.
This verification should be completed before cash 
proceeds are paid out or otherwise made subject to 
withdrawal.

4. Securities registered in street names should not be 
accepted from other than the registered owner unless 
the appropriate checks via telegram or telephone
have been made with the named-holder of the securities 
and the transfer or paying agent and indisputable 
evidence of rightful ownership or use has been 
presented.

5. If there is a use or attempted use of stolen or 
counterfeit securities by a customer at a financial 
institution:

a) notify the appropriate law enforcement agency 
including the local field office of the Federal 
Bureau of Investigation and request an appropriate 
investigation including'immediate assistance if 
needed;

b) if possible retain the certificate until law 
enforcement arrives. If the customer has a claim 
of ownership which appears to make him a true 
holder-in-due-course be careful about aDsolute 
retention of the certificate if return is demanded 
by the customer but consult with the bank's legal 
counsel before returning the certificate. (Note:
If the security is counterfeit, there can be no 
holder-in-due-course and such a certificate should 
not be returned.) If possible, keep certificate 
out of the presence of the customer and stall for 
time in an appropriate fashion. If customer 
becomes adamant, advise him that law enforcement has 
been notified, request his assistance, and ask him 
to wait. Do not physically restrain him yourself.
If customer flees, quickly and carefully gather
and protect from further handling any papers or 
other objects ne might have touched. Activate the 
surveillance cameras of the financial institution 
to film his departure; and
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c) if loan has already been executed and the proceeds 
have been paid out, the financial institution 
should take whatever legal steps are available 
to it to seize or acquire suitable assets of 
the customer in order to protect the financial 
institution. Notify law enforcement of such 
efforts.

t . General Considerations

1. Tne authenticity of securities presented to the 
financial institution should be verified at the outset, 
especially when presented by strangers or not purchased 
through tne financial institution. Accordingly, 
arrangements should be made with local law enforcement 
so that when securities are first presented as loan 
collateral, etc., they can be readily checked 
through NCIC by local law enforcement to determine 
whether or not they are stolen or counterfeit. This 
should be done before the transaction is completely 
negotiated. Primary empnasis should be placed on 
securities presented or tendered under strange, 
suspicious, or unusual circumstances and in all 
situations, except on transactions between financial 
institutions, where the person presenting the 
securities is not the registered owner and the loan
is for $25,000 or more or the sale amounts to $10,000 
or more.

2. Present inventory of stocks and bonds should also be 
checked througn NCIC by a local law enforcement agency 
or a private organization offering this service. If 
the number of such securities is so large that this is 
impractical, arrangements made with local law 
enforcement should provide for tne check to be done 
over a period of time with preference to bearer 
instruments and street named securities. A spot 
check of all securities might be done instead, if
a complete check is too burdensome.

3. The financial institution should consider subscribing 
to an appropriate securities clearing house computer 
facility for missing, stolen and counterfeit securities, 
in addition to other means of protection and 
validation of securities.

4. The financial institution should consider special 
training courses on how to detect counterfeit 
securities for key employees who handle securities.
(See Appendix A.) The financial institution should 
also be alert to worthless and spurious securities.
(See Appendix B.)

5. To guard against possible counterfeiting, the 
financial community snould improve the printing 
standards for stock certificates which are traded 
in the national markets and bring more of them into 
compliance with the minimum standards of the major 
Exchanges.
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6. Stock certificates which bear highly visible 
restrictive legends for a maximum number of shares 
such as "100 shares" or "less than 100 shares" 
probably provide more security and flexibility for 
the customer. Single denomination shares, the so 
called •jumbo" certificates, could create more 
problems than they solve for the normal owr.er of 
securities although such "jumbo" certificates 
printed in 5,000, 10,000, etc., snare denominations 
may be beneficial for the use in central depositories.

7. The financial institution should consider utilizing 
the practice of having registered securities held 
in its trust departments or as collateral on loans
of 60 days or wore duration transferred into the name 
of the financial institution or its nominee.

8. In regard to bearer instruments which have coupons 
attached thereto, the financial institution should 
assume coupon collection responsibilities.
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Ten Checks for Counterfeit or Forged Securities

Any reasonable and prudent individual in a financial 
institution can assure himself of the authenticity 
and genuiness of a stock certificate by a signt and toucn 
examination. Although over-the-counter stocks will not 
have all the characteristics listed below, stocks selling 
on the New York and American Stock Exchanges will.
Check for the following:

1. The engraved decorative border design is in a 
color other than black and has the feel of 
"slightly coarse" sandpaper.

2. Tne color design has a crisp look, is sharp in 
definition and not washed out or flat looking.
Even the finest white or color lines are clean and 
clear.

3. The hand-engraved "vignette," or picture which is 
almost always printed in black ink is sharp with the 
flesh tones of the allegorical figure that is 
frequently part of the vignette given careful 
attention. The vignette figure is well defined
and almost always three dimensional, with eyes 
that are clearly visible. The background is clear 
without any traces cf fading or coarse broken 
patterns. The vignette feels like "very fine" 
sandpaper.

4. The face of the certificate shows a hand-engraved 
title as well as script text which is clear and 
distinct. The name of the company feels more 
raised than tne script text which also feels 
slightly raised. Neither should feel flat with the 
paper.

5. The certificate is serially numbered in a provided 
number panel, in a sharp clear distinctive type 
style. Although, obvious, remember that no two 
certificates should have the same serial number.

6. No alterations have been made to any of the features 
of tne certificate, either in the preprinted portions 
of the certificate or the later inscribed information 
such as the owner's name or the amount of shares 
represented. Any signs of erasures should be a flag 
of trouble.

7. The number of shares inserted does not exceed the 
limitations imposed by the certificate, such as on 
a "less than 100 shares" certificate.

8. Tne paper has a substantial and good feel to it, like 
a snap and crackle when it is handled crisply.

Appendix A.
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9. If the certificate has planchettes Ilittle dots
of several different colors imbedded in the paper], 
they are not found in identical places on any two 
certificates and some should be removable with a 
pin. If several certificates are placed together on 
top of each other in the same order, a pin pushed 
through a planchette on the top certificate should 
not gc through a similar planchette in a certificate 
below because cf the random manner in which 
planchettes are mixed into the paper mash as it 
was relied.

10. The certificate may have an overprint, such as
a correction of the par value, a change in company 
name, or a silvering out cf the transfer agent or 
the registrar panel with insertion of a different 
bank's name or of the authorized corporate officer. 
Sucn changes do not mean tnat the certificate is 
counterfeit or fraudulently altered, but they 
should alert you to verify the changes by a 
telephone call to the corporate secretary or to tne 
banknote company.

If you follow the above checklist and you have questions 
about the authenticity and genuiness of the certificate, 
you should telephone the transfer agent or paying agent, 
corporate secretary or other appropriate corporate 
official, and/or the banknote printing company to 
resolve your questions. If counterfeit, immediately 
thereafter notify the appropriate law enforcement agency 
and retain tne counterfeit certificate if possible.
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Appendix B.

Tips for Detecting Worthless or Spurious Securities cf 
iNcn-Asset Businesses - - -

While detection of a worthless or spurious security, 
as distinguished from a stclen or counterfeit security, 
is frequently difficult, there are several indicia or 
flags of such instruir.entr. that should put an alert 
financial institution or. its guard. These flags ere 
applicable to rnar.y form:: cf securities including stocks, 
bends, certificates cf deposit, warehouse receipts, 
letters of credit, guaranty tends, re-insurarce 
contracts, etc. The more flags perceived the greater 
the caution that shoi'ld be exercised by the institution 
in accepting the security. The n.ore prevalent indicia 
of a worthless or spurious security are:

1. A security issued by or presented on behalf of a 
company whose name is very similar to the name cf
a fairly well known and highly reputable organization.

2. Issuing company is ar. "offshore" entity existing 
under the laws of a jurisdiction that is not known 
for its close regulations of commercial institutions.

3. Ar. inexplicable or otherwise unwarranted need for 
speed in consummatine the transaction.

4. An unjustified suggestion that the institution b e m c  
offered the securities will receive additional and 
far mere lucrative business in the future if the 
transaction ir. consummated.

5. A balance sheet for the issuing company which 
reflects:

a) Millions cf dollars of alleged assets in
various categories of r.oldir.gs all cf which 
are valued in round numbers. 1

b) A certification by a relatively unknown accountant or 

accounting firm whose resources and standing in
the profession are inconsistent with an sf'count of 
the alleged value of the issumq comoanv.

c) Certifications based on statements of offsncre 
banks attesting to the value of various securities 
held by tnem or behalf of the issuing company 
which value in truth and fact is set by the 
issuing company itself.

d) Vacue balance sheets which fail to provide 
enough information to enable cne to verify the 
various classes cf 5ss°ts purportedly held by 
the issuing company.

e) Large portfolio cf securities all cf whicr. are cf 
little /rewn and thinly traded companies.

In c.c.dition to these flags mentioned above, the financial 
institution should keep ir. mir.c the following:
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1. Secondary verification sources, such as Dun & 
Bradstroet, are generally insufficient to detect 
such spurious instruments. The main and only source 
of their information is frequently the very person 
or entity you are seeking possible adverse 
information on. Exclusive reliance on such sources 
is an invitation to disaster.

2. Reliance on trade journals, bank directories, indices 
of corporations operating in a given field and similar 
journals are frequently an inadequate means of even 
verifying the existence of an entity much less its 
value as they are compiled without any verification 
and are in a real sense just advertisements.

3. Recognize that while standard phraseology may be used 
in various securities issued by foreign based 
entities, their legal import may be entirely 
different from domestic usage. For example, letters 
of credit and certificates of deposits may be 
issued payable not only on the passage cf a set 
period of tire but also on the purchaser first 
paying for the instrument in full by a date 
certain. The very possibility of such conditions may 
appear on the instrument in small print in a foreign 
language.

With the widespread appearance of numerous international 
con artists in the past decade, it pays to exercise 
extreme caution in this area. If you feel that you are 
a potential victim or have actually become a victim of 
a con artist's fraudulent scheme, notify lav. enforcement 
immediately and cooperate with its investigation.

IX ).I-I974-12
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